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3aUTH HHGopMaUU B MHGPOPMAIMOHHBIX CHCTEMAX
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Ony6nukoBano: 5 mapra 2010 r. B «Poccuiickoil razere» - @enepanbublil Boimyck Ne 5125
Berynaer B cuiny:16 mapta 2010 r.

3apeructpupoBan B Municre P® 19 ¢eBpans 2010 r.
Perncrpannonnsiii N 16456

B cootBercTBuu ¢ myHkToMm 3 Ilonoxxenust 06 obecrieueHnn 6€30MacHOCTH MEPCOHATBHBIX
JIAHHBIX MPU UX 00pab0TKe B MUHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHANIbHBIX TAHHBIX,
yTBepkKAeHHOTO noctanoBnenueM [IpasurensctBa Poccuiickoit @eneparuu ot 17 Hoa6pst 2007
r. No 781 (Cobpanue 3akonoaarensctBa Poccuiickoit @eneparuu, 2007, N 48, ct. 6001),
NPUKA3bIBAIO:

YTBepI[I/ITB npujiaracMoce ITonoxenue o METOdaxX U criocodax 3alllUThI I/IH(I)OpMaI_[I/II/I B
I/IHq)OpMaHI/IOHHI:IX CUCTEMAX MEPCOHATBbHBIX TaHHBIX.

Jupexrop ®enepanbHoil CIyKObI 10 TEXHHYECKOMY M IKCIIOPTHOMY KOHTpoJ10 C.
I'puropos

[Tpunoxenue

ITosi0:xeHue 0 MeTOAAX U crioco0ax 3aUThI MHGoOpMaLUN B HHPOPMALMOHHBIX CHCTEMAX
MEePCOHAJIbHBIX IaHHBIX

I. O01mme mooKeHUs

1.1. Hacrosimee ITonoxxenne pazpaborano B cooTBeTcTBUU ¢ [lomoxenneM 06 obecrieueHrn
0€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMax
NIEPCOHANIBHBIX JIaHHBIX, YTBEPKICHHBIM ITOCTaHOBJIeHUEM [IpaBuTenscTBa Pocculickon
®denepanuu OT

17 Hos16ps1 2007 r. N 781 (Cobpanue 3akoHonatenscTBa Poccuiickoit @enepamnuu, 2007, N 48,
cT. 6001), 1 ycTaHaBIMBAaEeT METOJIbI U CIIOCOOBI 3aLTUTHI UH(POPMALIUH, IPUMEHSIEMbIE /IS
obecrnieueHns 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX P UX 00paboTKe B HH(POPMAIIMOHHBIX
CHCTEeMax MEPCOHATBHBIX TAHHBIX (7anee - MHPOPMaIMOHHBIE CHCTEMBI) TOCY1apCTBEHHBIMH
OpraHaMH, MyHHUIIUTIATbHBIMUA OpTaHAMHU, FOPUAUMYECKUMHU WIH (DPU3HUECKUMU JTHIIAMH,
OpPTaHU3YIOIHUMH | (UJTH) OCYIIECTBISIIONTAMU 00pa0OTKY MEPCOHATBHBIX JAHHBIX, & TAKKE
OTIPEICTIIONIMMU TSN U CofiepKaHie 00paOdOTKH MePCOHANTBHBIX IAHHBIX (Jlaee - ornepaTop),
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WM JTUIIOM, KOTOPOMY Ha OCHOBAHUH JOTOBOpa ONEpaTop mopydaeT 00paboTKy NepCOHAIbHBIX
JaHHBIX (JaJiee - YIOJHOMOYEHHOE JIULIO).

B nacrosimem Ilonoxennn He paccMaTpUBAIOTCS BOIIPOCH! 0OecieueHus: 6e301acHOCTH
NIEPCOHAIBHBIX JaHHBIX, OTHECCHHBIX B YCTAHOBJICHHOM TMOPSIKE K CBEJCHUSM, COCTABIISIOIIAM
rOCY/IapCTBEHHYIO TaliHY, & TAKXKe BOMPOCHI MPUMEHEHHS KPUNITOTPAPUICCKIX METOJIOB H
CIoCO0O0B 3aIUTH HHGOPMAIIHH.

1.2. K meronam u cioco0am 3amuTsl HHPOpPMAaIUK B UHPOPMAIIMOHHBIX CHCTEMaX OTHOCSATCS:

METO/BI M CIOCOOBI 3aIIUTHI HH(OPMAIMH, 00padaThIBAEMO TEXHUYECKUMHU CPEICTBAMHU
UH(POPMALIMOHHOM CUCTEMBI, OT HECAHKLIMOHUPOBAHHOIO, B TOM YHCJIE CIy4alHOr0, JOCTyIa K
IIEPCOHAIIBHBIM JAHHBIM, PE3YJIbTaTOM KOTOPOT'O MOKET CTaTh YHUYTOXKEHUE, U3MECHECHMUE,
0JI0KMpOBaHKE, KOITMPOBaHKE, PACIIPOCTPAHEHUE NIEPCOHATIBHBIX JaHHbIX, & TAKXKE HHBIX
HECAaHKIIMOHUPOBAHHBIX EHCTBUH (J1ajiee - METOABI M CIIOCOOBI 3aIUTH HH)OPMAIHH OT
HECAHKIIMOHUPOBAHHOTO JOCTYIA);

METOJIbI M CIIOCOOBI 3alUTHI pEUeBOi HH(POPMAIINH, a TAaKkKe WH(POPMAIIMH, IPEICTABICHHON B
BUJIC HHPOPMATHBHBIX JICKTPHUECKUX CHUTHAIOB, PU3NUYECKUX ITOJICH, OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIIA K IEPCOHATBLHBIM JIAHHBIM, PE3yJIbTATOM KOTOPOT'O MOXKET
CTaTh KOMMUPOBAHKE, PACIIPOCTPAHCHHE MTEPCOHANBHBIX JIAHHBIX, a TAK)KE MHBIX
HECAHKIIMOHUPOBAHHBIX JICHCTBUH ([1aJiee - METOBI M CIIOCOOBI 3alIUThl HH)OPMAIIMH OT YTECUKH
M0 TEXHUYECKUM KaHajam).

1.3. [Inst BBIOOpA U peanu3aiuyi METOIOB M CIIOCOOO0B 3aIUTHI HH(pOpMaIiK B UH()OPMALIMOHHON
CHUCTEME OTIEPATOPOM UJIM YIIOJTHOMOUYEHHBIM JIMIIOM MOKET Ha3HAYaThCs CTPYKTYPHOE
noJipa3fielieHne Win AOKHOCTHOE JIULO (pabOTHHK), OTBETCTBEHHBIE 32 O0ECIIeUeHUE
0€30MacHOCTH MEPCOHATBHBIX JaHHBIX.

[l BeIOOpaA U peanu3aluy METOI0B U CIIoCO0O0B 3aIUThl MH(pOpMaluy B HHOOPMALIMOHHON
CHCTEME MOXKET MPUBJIEKATHCS OPraHU3alMsl, UMeroIas o(hOpPMICHHYIO B YCTAHOBICHHOM
HOPSIZIKE JHUILIEH3UIO Ha OCYIECTBICHUE JIETEIbHOCTH 110 TEXHUYECKOH 3aIlUTe
KOH(pHIeHIIMATbHON UH(OPMAIIHH.

1.4. Bo16op u peanuzanusi METO/I0B U CIOCOOO0B 3alIUThl HHPOpPMAIIUK B UH(POPMAIIMOHHOM
CHCTEME OCYULIECTBIISIOTCSI HA OCHOBE OIpeIeNIeMbIX ONepaTopoM (YIOIHOMOUYEHHBIM JIUIIOM)
yrpo3 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX (MOJENN YTpo3) U B 3aBUCUMOCTH OT KJlacca
UH(POPMALIMOHHOM CUCTEMBI, OTIPEJIEIEHHOT0 B COOTBETCTBUM ¢ IlopsiikoM npoBeaeHus
KJaccu(pukanuy HHOOPMAIIMOHHBIX CUCTEM NIEPCOHANBHBIX JIaHHBIX, YTBEPIKICHHBIM IPHUKA30M
OCTIK Poccun, @Cb Poccun 1 Munnndopmcessizu Poccun ot 13 deBpans 2008 r. N 55/86/20
(3apeructpupoBan Muntoctom Poccun

3 anpens 2008 r., peructpanuonsbiii N 11462).

Monens yrpo3 pa3pabaTbiBaeTcsi HA OCHOBE METOJMUYECKUX IOKYMEHTOB, YTBEPK/IEHHBIX B
COOTBETCTBUU C IYHKTOM 2 nioctaHoBiieHus [IpaBurensctBa Poccniickoit @enepauuu ot 17
HOs10pst 2007 r. N 781.

1.5. BriOpaHHbIe U peaTu30BaHHbIE METO/IbI U CITIOCOOBI 3alTUTHI HHPOPMAIUHU B
WH()OPMAITMOHHOM CHCTEME JTOJDKHBI 00€CTIeYnBaTh HEUTPATU3AIMIO TIPEIIOIaraéMbIX yrpo3
0€30MacHOCTH MEPCOHATBHBIX TAHHBIX MPU UX 00paboTKe B MH(OPMALIMOHHBIX CUCTEMAX B
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COCTaBe co37aBaeMoi ornepaTopoM (yIoJTHOMOUYEHHBIM JIMI[OM) CUCTEMBbI 3aIIUThI
MEPCOHAJIbHBIX JIAHHBIX.

I1. MeToabl u CIoco0bI 3allIMThI I/IH(l)OpMaIII/IH OT HCCAHKIIMOHUPOBAHHOI'O 10CTylIa

2.1. MeTO,I[aMI/I M cnocobaMu 3allIUThI I/IH(bopMaI_[I/II/I OT HECAHKIIMOHHUPOBAHHOI'O JOCTYIIA
SABIIAKOTCA:

peanu3anus pa3penuTeIbHOM CUCTEMBI JOIYCKa MOIb30BaTeNei (00CIyKUBAIOIIET0 IEPCOHANA)
K MH(POPMAIIMOHHBIM pecypcaM, HHPOPMAIIMOHHOMN CUCTEME U CBSI3aHHBIM C €€ UCTI0Ib30BaHUEM
paboTam, TOKyMEHTaM;

OrpaHMuYEHUE JI0CTYIIA M0JIb30BaTENEH B IOMEILEHUS, IJI€ pa3MELIEHbl TEXHUYECKUE CPE/CTBA,
HO3BOJISIOIINE OCYHIECTBIATh 00pa0OTKY MEPCOHAIBHBIX IaHHBIX, @ TAKXKE XPAHATCS HOCUTENIN
uH(popMaLuu;

pasrpaHMyYeHHE AOCTYIIA [10JIb30BaTeNe U 00CTyKUBAIOIIEr0 IIepCcoHaNa K HHPOPMaLlMOHHBIM
pecypcam, MporpaMMHBIM CpeicTBaM 00paboTKH (Tepeaayn) U 3aluThl HHPOPMAaLUH;

perucTpanys 1eicTBUN MOIb30BaTeNel 1 00CITY)KUBAIOIIETO MEPCOHANA, KOHTPOJIb
HECaHKIIMOHUPOBAHHOIO JOCTYIA U ACUCTBUI MOJIb30BaTeNeH, 00CTYKUBAIOIIETO MepCoHala 1
MOCTOPOHHUX JIUII;

y4eT U XpaHEHHE ChbeMHBIX HOCHTENNeH MHPOPMAIUU U UX 00palieHne, HCKII0YaoIee XUIIEHHE,
HOJIMEHY U YHUUYTOXEHUE;

pe3epBUPOBAHNE TEXHUYSCKUX CPEJICTB, AYOJMPOBAHIE MACCUBOB M HOCUTEIICH MH(POPMAITUH;

MCIIOJIb30BAaHUE CPEJCTB 3aIIUThI HH(OpPMALMU, TPOIIEIIINX B YCTAHOBICHHOM MOPSAKE
IIPOLEAYPY OLIEHKH COOTBETCTBHSI;

HCIIOJB30BaHHUC 3alllUIIICHHBIX KaHAJIOB CBA3H,

pa3MelieHre TEXHUUECKUX CPEJICTB, MO3BOJISIONIMX OCYILECTBIATh 00pabOTKy NEPCOHAIBHBIX
JAHHBIX, B IIpE/IeTIaX OXPaHIEMON TEPPUTOPHH;

opranu3zaiys GU3NUecKon 3aIUThl MOMENIEHNH 1 COOCTBEHHO TEXHUYECKHX CPEJICTB,
MO3BOJIIOIINX OCYIIECTBIATH 00padOTKy NepCOHANIBHBIX JaHHbIX;

IpeOTBpAleHNEe BHEIPEHUS B MH(POPMAITMOHHBIE CUCTEMBI BPEOHOCHBIX MPOrpPaMM
(mporpamMM-BHpYCOB) U MPOTPaMMHBIX 3aKJIa/10K.

2.2. B cucreMe 3al1UThl IEPCOHANBHBIX JaHHBIX HHOOPMAIIMOHHON CUCTEMBI B 3aBUCHUMOCTH OT
KJ1acca MH(POPMALIMOHHOW CUCTEMBI U KCXOJISl U3 YTPO3 0€30MaCHOCTH NMEPCOHAIBHBIX TaHHbIX,
CTPYKTYpbl HHPOPMAIIMOHHOM CHCTEMBI, HAIMYHUS MEKCETEBOT0 B3aUMOIEHCTBUS U PEKUMOB
00pabOTKH NEPCOHANBHBIX JaHHBIX C UCIIOJIb30BAaHIMEM COOTBETCTBYIOIIUX METOAOB U CIIOCOO0OB
3alUThl UHGOPMAIIUU OT HECAHKIIMOHUPOBAHHOIO JOCTYTIA Peau3yoTcsl GYHKIUU YIPaBICHUS
JIOCTYIIOM, PETHCTPALIUU U yueTa, 00eCeyeH s IeJIOCTHOCTH, aHaJI13a 3alUIEeHHOCTH,
oOecrnieueHns 6€30MacHOr0 MEXCETEBOT0 B3aUMOACHCTBUS U OOHAPYKEHUSI BTOPKEHUH.
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Mertos! 1 cIOCOOBI 3aUTHI HH(POPMANU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA,
oOecrieunBaromue GyHKIUU YIPaBICHUS JOCTYIIOM, PETUCTPALlUH U y4eTa, 00ecTIedeHus
IIeJIOCTHOCTH, aHAJIM3a 3alIMIIEHHOCTH, 00ecriedeHns1 0€30M1aCHOT0 MEKCETEBOT0
B3aMMO/ICHCTBHS B 3aBUCUMOCTH OT KJIacca MH(POPMALMOHHON CUCTEMBI OTPEACISIOTCS
orepaTopoM (YHOJTHOMOYEHHBIM JIUIIOM) B COOTBETCTBUH C NMPHIOKEHUEM K HACTOAIIEMY
[TonoxxeHuro.

2.3. B uHpOpMaMOHHBIX CHCTEMaX, HMEIOIINX MOAKIIOUeHHE K NH(POPMALMOHHO-
TEJIEKOMMYHHUKAILIMOHHBIM CETSAM MEXAYHapOIHOr0 HH(POPMALMOHHOTO 0OMeHa (CeTsM CBS3U
00I1er0 NOJIb30BAHNUS ), WK IPU PYHKIMOHUPOBAHUH KOTOPBIX MPEyCMOTPEHO HCIIOJIB30BaHHE
ChEMHBIX HOCHTEJEH HHPOPMALIUKU, UCIIOIB3YIOTCS CPEACTBA aHTUBUPYCHOM 3aIlUTHI.

2.4. ITpu B3auMoieiicTBUY MHPOPMALMOHHBIX CUCTEM C HH(POPMALIMOHHO-
TEJICKOMMYHHKAIIMOHHBIMH CETSIMHU MEXTyHapOIHOT0 HH(POPMALIMOHHOTO 0OMeHa (ceTsIMU
CBSI3U OOIIETO MOJIH30BAHUS) HAPSLy C METOJIAMH U CIIOCO0aMH, yKa3aHHBIMH B TyHKTE 2.1
Hacrosiniero [lonoxeHuns, OCHOBHBIMU METOJIAMH H CIIOCOO0aMH 3alUThI HHYOPMALIUH OT
HECAHKIIMOHUPOBAHHOTO JOCTYIA SBIISIOTCS:

MEXCETEBOE IKPAaHUPOBAHUE C IIEJIbIO YIIPABIEHUS JOCTYIIOM, (UITPAIIMU CETEBBIX IMAKETOB U
TPAHCISIUU CETEBBIX aJPECOB AJISl CKPBITUSL CTPYKTYPBI HH(DOPMALIMOHHON CUCTEMBI;

oOHapy’KeHHe BTOP>KEHUH B MH(QOPMAIIMOHHYIO CUCTEMY, HAPYLIAIOIIUX WIIA CO3/IA0IINX
NPEINOCHUIKH K HAPYIICHUIO YCTAHOBJICHHBIX TPEOOBaHUN IO 00ECTIEYCHUIO OE30MTaCHOCTH
HEPCOHAIbHBIX JAHHBIX;

aHaJIM3 3alUIIEHHOCTH UH()OPMAIITMOHHBIX CUCTEM, MPEIOIAralomnii MPUMEHEHHE
CHEIMAIM3UPOBAHHBIX MPOTPAMMHBIX CPEICTB (CKaHEPOB OE30MaCHOCTH);

3aiuTa I/IH(I)OpMaI_II/II/I IpUu €€ nepeaadc 1o KaHajiaM CBA3U,

HCIIOJIb30BaHUE CMapT-KapT, AJIEKTPOHHBIX 3aMKOB M IPYTHX HOCUTENEH nHpopManuu s
Ha/Ie)KHOHN HJIeHTU(UKALIUN U ayTeHTU(UKALIMH T10JIb30BaTeNeH;

HCIIOJIb30BAHUC CPEACTB aHTHBHpYCHOﬁ 3alllUThI;

HOCHTPAIN30BAHHOC YIIPABJIICHUC CHCTEMOH 3aIlIUThI MEPCOHAIBHBIX JAHHBIX HH(I)OpMaHHOHHOﬁ
CHCTCMBEI.

2.5. Tloaxmrouenne HHGOPMAITMOHHBIX CUCTEM, 00padaTHIBAIOIINUX TOCYIAPCTBEHHBIE
nH(pOpMaIMOHHBIE PECYPCHI, K HH)OPMAITMOHHO-TETIEKOMMYHUKAITHOHHBIM CETSIM
MEXIYHAPOJAHOTO HHPOPMAITMOHHOTO 0OMEHA OCYIIECTBISETCS B COOTBETCTBUU C Y Ka30M
[Ipesunenta Poccutickoit @enepamuu ot 17 mapta 2008 r. N 351 "O mepax mo obecrieueHunto
uHpOopMalMOHHOM Ge3omnacHocTH Poccuiickoit denepaninu npu UCIOIb30BaHUN
MH(pOPMAITMOHHO-TEIEKOMMYHHUKAITMOHHBIX CETEH MEXTYHAPOIHOTO HH(POPMAITMOHHOTO
obmena" (Cobpanue 3akoHonatenbcTBa Poccuiickoit @eneparuu, 2008, N 12, ct. 1110; N 43,
cT. 4919).

2.6. Jlns obecrieueHunst 6€30MacCHOCTH MEPCOHANBHBIX JAHHBIX MPU MOIKIIOYEHUH
UH(POPMALIMOHHBIX CUCTEM K HH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIM CETSIM
MEX1YHapOAHOr0 HHPOPMAIMOHHOTO 0OMeHa (CeTsM CBSI3U 0OILEro MOJIb30BaHus) C LENbI0
MOJIy4YeHHUs1 O0IIEAOCTYTHOW HH(POPMALIUU IOMUMO METOJIOB U CIIOCOOOB, YKa3aHHBIX B MyHKTaX
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2.1 u 2.4 nacrosimiero [lomo)xeHus, MPUMEHSIOTCS CIEAYIOMNUE OCHOBHBIE METO/IBI M CTIOCOOBI
3amUThl UHHOPMALIUK OT HECAHKITMOHUPOBAHHOTO JOCTYTIA:

bunbTpanys BXOASMINUX (MCXOSIINX ) CETEBBIX MAKETOB IO MTPaBUIIaM, 3aJaHHBIM OIEePaTOPOM
(YTIOJTHOMOYECHHBIM JIUIIOM);

HepI/IOI[I/I‘-IeCKI/Iﬁ aHaau3 0€30I1aCHOCTH YCTAHOBJICHHBIX MCKCCTCBBIX OKPAHOB Ha OCHOBC
HMHUTAIIMHU BHCIIHUX aTaK Ha I/IH(i)OpMaHI/IOHHBIe CUCTEMBI,

AKTHUBHBIN ayUT 6€30MacHOCTH HMHPOPMAIIMOHHOM CUCTEMBI HA IIPEIMET OOHAPYKEHUS B
peKUME peaTbHOrO BPEMEHH HECAHKIIMOHUPOBAHHOW CETEBOM aKTUBHOCTH;

aHAJIN3 MPUHUMAEMON TT0 HH()OPMAIIMOHHO-TEICKOMMYHUKAIIMOHHBIM CETSIM MEKIYHAPOTHOTO
nH(pOopMarMOHHOTO 0OOMEHa (CETsAM CBSI3W OOIIEro MoIb30BaHMs ) MH(POpPMAIIUU, B TOM YHCIIE Ha
HAJIMYUE KOMITBIOTEPHBIX BUPYCOB.

I[J'IH peain3ali yKa3aHHbIX METOA0B U crmoco0oB 3aIlIUThI I/IH(bOpMaI_[I/II/I MOT'YT IIPUMCHATBHCA
MCKCETCBLIC DKPAaHbl, CUCTCMbI O6Hap}I)KeHI/I$I BTOp)KGHPIfI, CpCAcCTBa aHA/IM3a 3alllUIIICHHOCTH,
CIICHUAIN3UPOBAHHBIC KOMIIJICKCHI 3alllMThI H daHAJIW3a 3alllMIIICHHOCTH PIH(l)OpMaI_II/II/I.

2.7. Ins obecrieueHus: 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX MPHU yIAIEHHOM JIOCTYIIE K
MH()OPMAIIMOHHON cHCTEME uepe3 HHPOPMALTMOHHO-TEIIEKOMMYHUKAITMOHHYIO CETh
MEXIYHApOAHOTO HHPOPMAITMOHHOTO 00MeHa (CeTh CBSA3H O0ILEro MoJb30BaHuUs1) TOMUMO
METOJIOB M CITOCOOOB, YKa3aHHBIX B IMMyHKTaX 2.1 u 2.4 HacTosmero [lomoxeHus, IpUMEHSIOTCS
CJIETYIOIIE OCHOBHBIE METO/bI M CIIOCOOBI 3aIIUTHI HH(POPMALIMK OT HECAHKIIMOHUPOBAHHOTO
JoCTyma:

NPOBEPKA MOUTMHHOCTH OTIPABUTENS (YIAIEHHOTO MOJIB30BATENS ) U IETOCTHOCTH
nepeaaBaeMbIX 10 HH(POPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHON CETH MEXTyHapOJHOTO
MH(OPMaLIMOHHOTO 0OMeHa (CeTH CBSI3U OOIIETo MOJIb30BaHus) TaHHBIX;

YHpaBJICHHUEC JOCTYIIOM K 3allMUIIAEMBbIM IIECPCOHAJIIBHBIM JJTdHHBIM I/IH(I)OpMaI_II/IOHHOI\/’I CCTH,
HUCIIOJIBb30BaHUC anI/I6YTOB 0€30ITaCHOCTH.

2.8. Jlns obecrieueHus: 0€30MacHOCTH NEPCOHAIBHBIX JaHHBIX ITPU MEKCETEBOM
B3aMMO/ICHICTBUU OTJENBHBIX HH(OPMAIIMOHHBIX CUCTEM Yepe3 HH(OPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHYIO CETh MEKIYHApOIHOTO HH(OPMAITMOHHOTO OOMEHa (CETh CBS3H
00111ero NoJIb30BaHUs) TIOMUMO METOJIOB U CIIOCOOOB, YKa3aHHBIX B MyHKTax 2.1 u 2.4
HacToswero [lonoxeHus, NpUMEHSIOTCS CIEIYIOIINE OCHOBHbBIE METO/IbI M CITOCOOBI 3alIUTHI
UH(POPMALIUU OT HECAaHKIIMOHUPOBAHHOT'O JI0CTYTIA:

CO31aHKUC KaHalla CBA3H, OGCCHC‘-II/IBaIOH_ICFO 3alUuTy nepe,uaBaeMoﬁ I/IH(I)OpMaI_II/II/I;

OCYIICCTBJICHHUC ayTCHTI/I(I)I/IKaI_II/II/I B3aHMOHeﬁCTByIOH1HX I/IH(I)OpMaI_II/IOHHBIX CUCTEM U IIPOBCPKa
MNOAJIMHHOCTH MOIL30BaTEIICH U MEITOCTHOCTH nepeaaBacMbIX JaHHBIX.

2.9. lns obecrieyeHus: 6€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX MPH MEXKCETEBOM
B3aMMOJICHCTBUH OTAEIBHBIX HHPOPMAIIMOHHBIX CUCTEM Pa3HbIX ONEPaTOPOB YepPe3
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHYIO CETh MEXIYHapOAHOTr0 HH(POpMAIIMOHHOTO 0OMeHa
(ceTh cBsA3M 00I1LIETO MOJB30BAHKSA) TOMUMO METO/OB U CIIOCOOOB, YKa3aHHBIX B MyHKTax 2.1 u
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2.4 nacrosimiero [lonoxeHus, MPUMEHSIOTCS CIISTYIOIITNE OCHOBHBIE METO/IBI M CITIOCOOBI 3aIUTHI
uH(pOpPMAIIUK OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA:

CO3[JaHHE KaHaJa CBA3H, 00ECIEUNBAIOIIETO 3aIUTY I1epeaaBacMoil nHbOpMaIH;

aYTeHTI/I(bI/IKaI_II/IH B3aI/IMOHeI>'ICTBy10HIHX I/IH(l)OpMaHI/IOHHBIX CHUCTEM U IIPOBCPKaA NOAJTMHHOCTHU
MMOJIb30BaTEIICH U IIEIIOCTHOCTH nepcaaBacMbIX JaHHBIX,

obecrcucHue MpeaoTBpaliCHHUA BO3BMOXXHOCTU OTPULAHUSA 110JIB30BATCIICM (baKTa OTIpaBKH
MNEPCOHATIBHBIX TaAHHBIX APYIrOMY I10J1b30BaTCIIIO,

o0ecrieyeHne NpeA0TBPALICHNs BO3SMOXKHOCTH OTPHUIIAHUS I10JIb30BATENEM (aKTa MOTyUSHUS
NEPCOHAIBHBIX JJAaHHBIX OT IPYroro MoJib30BaTelsl.

2.10. O6meH nepcoHaIbHBIMU JAHHBIMU MPU UX 00paboTke B MH(GOPMAIIMOHHBIX CHCTEMAaX
OCYIIIECTBJISIETCS M0 KaHajaM CBsI3H, 3alUTa KOTOPBIX 00eCreunBaeTCs MyTeM peau3aluu
COOTBETCTBYIOIIMX OPTaHU3ALMOHHBIX Mep U (UJTN) IPUMEHEHUSI TEXHUUECKUX CPECTB.

2.11. INopkiroueHue HHPOPMAIIMOHHON CUCTEMBI K MH()OPMAIIMOHHOM CUCTEME IPYTroro Kiacca
WA K HH()OPMAIIMOHHO-TEJICKOMMYHUKAITMOHHON CETH MEXTyHAPOHOTO HH(OPMAITMOHHOTO
oOMeHa (ceTu CBsI3H 00IEro MOJIb30BaHus) OCYIIECTBIISETCS ¢ UCIOIB30BAHUEM MEXKCETEBbIX
HKPaHOB.

2.12. TIporpammHOe oOecriedeHre CPEeICTB 3aUTH HHPOPMALIUH, IPUMEHSIEMBIX B
MH(OPMAIIMOHHBIX cHCcTeMax | Kilacca, MPOXOIUT KOHTPOJIb OTCYTCTBHS HEJCKIaPUPOBAHHBIX
BO3MOKHOCTEH.

HeoOxoauMocTh poBeIeHUSI KOHTPOJISL OTCYTCTBHS HEIEKJIAPHUPOBAHHBIX BO3MOKHOCTEN
MIPOTPaMMHOTO 00ECIICUEHUS CPEICTB 3aIUTH HH(POpPMAIIHH, TPUMEHSICMBIX B
MH(OPMAILIMOHHBIX CUCTEMaX 2 U 3 KJIacCOB, OMpeesieTcs OnepaTopoM (YIOTHOMOYEHHBIM
JUTIOM).

2.13. B 3aBUCHUMOCTH OT 0COOEHHOCTEN 00paOOTKH MEPCOHATBHBIX TAHHBIX U CTPYKTYPBI
UH(POPMALIMOHHBIX CUCTEM MOTYT pa3padaThIBaThCs M IPUMEHSATHCS IPYTHUe METO/IbI 3alUThI
UH(pOpPMAIUU OT HECAHKIIMOHMPOBAHHOTO JOCTYIA, 00ECIIEUYNBAONINE HEUTPAIN3AINIO YIPO3
0€30I1aCHOCTH NEPCOHAIBHBIX JaHHBIX.

I11. MeToabl u cnoco0bl 3aIMTHI HHGOPMAIIUM OT YTEYKH M0 TEXHHYECKUM KaHAJIaM

3.1. 3amuTa peyeBoil nHGOpPMALIUK U UHPOPMAIUH, TPEACTABICHHON B BUJIE MHPOPMATUBHBIX
AIIEKTPUUYECKUX CUTHAJIOB U (PU3NYECKUX TOJIEH, OCYIIECTBIISIETCS B CIy4asiX, KOraa npu
OTIpeNIeICHUH YTPO3 0e30MMacHOCTH MEePCOHATBHBIX JAaHHBIX M (POPMUPOBAHIH MOJIEIN YyIPO3
NPUMEHUTEIBHO K MH(POPMAIIMOHHON CHCTEME SBISIOTCS aKTYalIbHBIMU YIPO3bl YTEUKH
aKyCTUYECKOH peueBoil HH(pOpMAIINU, YIPO3bl YTEUKH BUIOBOW WH(POPMAIIUN U YTPO3bI YTEUKH
UHOPMALIKK 110 KaHajaM MOOOYHBIX 3JIEKTPOMArHUTHBIX M3JTy4YeHUH U HABOJOK, OIpe/Ie/IeHHbIE
Ha OCHOBE METOJIMYECKHUX JIOKYyMEHTOB, YTBEPKJACHHBIX B COOTBETCTBHHU C ITYHKTOM 2
nocra”oBieHus [IpaButensctBa Poccuiickoit @enepanuu ot 17 nHostopst 2007 r. N 781.

3.2. I[J'ISI HCKIIIOYCHUA YTCUKHU IICPCOHAJIBHBIX JAHHBIX 34 CUHCT MMOOOYHBIX SJICKTPOMArHUTHBIX
I/ISJIy‘IeHI/If/'I 1 HaBOJOK B I/IH(bOpMaI_[I/IOHHI)IX cucremax 1 kimacca MOT'YT IIPUMCEHATHCA
CJICAYIOUC MCTOABI U CIIOCOOBI 3alllUThI I/IH(I)OpMaI_[I/II/II
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HCIIOJIB30BAHHUE TCXHUYCCKUX CPCACTB B 3allIlUIIICHHOM HCIIOJIHCHUH,

MCIOJIb30BaHUE CPECTB 3aIIUTHI MH(OPMALMU, TPOIIECIIINX B YCTAHOBICHHOM MOPSAKE
IPOLEAYPY OLIEHKH COOTBETCTBHS;

pasMEIICHUEC 00BEKTOB 3alIMTBI B COOTBETCTBUHU C IIPECAINNHMCAHUEM Ha SKCILIyaTallulo,

pasMelleHHe TOHNKAIOIUX TPAaHC(POPMATOPHBIX MOJACTAHLUIN SJIEKTPONUTAHHSI U KOHTYPOB
3a3eMJICHUs TEXHUYECKUX CPEJICTB B Mpeenax OXpaHsIeMOU TEPPUTOPHUH;

obecrnieueHne Pa3Bs3KH IETIeH AIEKTPONUTAHUS TEXHHUECKUX CPEJICTB C MOMOIIBIO 3aIUTHBIX
(GbuUIBTPOB, OJOKUPYIOMHUX (TIOIABIISIONINX ) UHOOPMATUBHBIN CUTHAT,

o0ecrevyeHne MIEKTPOMATHUTHOM Pa3BI3KU MKy TUHUSMU CBSI3U U IPYTUMHU ICTISIMH
BCIIOMOTATEIbHBIX TEXHUYECKUX CPEIICTB M CUCTEM, BHIXOSIIIUMH 32 MIPEICITbI OXPAHIEMON
TEPPUTOPUH, U HHOOPMAIIMOHHBIMHU IETISIMU, IT0 KOTOPBIM ITUPKYITHPYET 3arriacMast
nHpopmarus.

3.3. B unopmanroHHbIx cucTeMax 2 kiacca st 00paboTku HH()OpPMALIMK UCTIONB3YIOTCS
CPEJCTBA BBIYMCIUTEILHOW TEXHUKH, YIOBIETBOPSIOLINE TPEOOBAHUSAM HAI[MOHAIbHBIX
CTaH/IapTOB IO JIEKTPOMArHUTHONH COBMECTUMOCTH, IO 0€30MaCHOCTU M 3PTOHOMUYECKUM
TpeOOBaHUAM K CPEICTBAM OTOOpaKEHUsI MHPOPMALIH, IT0 CAHUTAPHBIM HOpMaM,
MPEABSBISIEMBIM K BUCOAUCIUICHHBIM TEPMUHAIAM CPEACTB BHIYMCIUTEIbHON TEXHUKHU.

3.4. Ilpu npumMeHeHUH B HH(OPMAIIMOHHBIX cUcTeMaX (YHKIIMU T'OJIOCOBOTO BBO/A
NEPCOHANBHBIX JaHHBIX B UH()OPMAIIMOHHYIO CUCTEMY MM ()YHKIIUU BOCIIPOM3BEICHUS
UH(pOPMALIUU aKyCTHUECKUMU CpeICTBAMH MH(POPMALIMOHHBIX CUCTEM JUIsl HH(OPMAIIMOHHON
cUcTeMbl | Kilacca peanu3yroTcsl METO/IbI U CIIOCOOBI 3alllUThl aKyCTHUECKOH (pedeBoi)
UHpOpMaLIUH.

MeTompl 1 crTOCOOBI 3alUTHI AKYCTHUECKOU (PeueBoil) MHPOPMAILINK 3aKITIOYAIOTCS B
peanu3aly OpraHu3alMOHHBIX U TEXHUUECKUX Mep /sl 00ecrieueHus 3ByKOU30ISLUT
OTpakJAI0IINX KOHCTPYKIUN OMEUIEHHH, B KOTOPBIX pacioiockeHa HH(OpMaIlMOHHAs
CUCTEMA, UX CUCTEM BEHTWIALNU U KOHINLMOHUPOBAHMSI, HE TIO3BOJISIFOIIEN BECTH
IPOCITYIIMBaHUE aKyCTHUECKOH (pedeBoii) HHGOpMaIuu MpU TOJIOCOBOM BBOJIE EPCOHATBHBIX
JTAHHBIX B MH(MOPMAIIMOHHON CHCTEME UM BOCIIPOU3BEIEHUH HH(POPMALIUK aKyCTUIECKUMHU
CpEJCTBaMHU.

BenmunHa 3ByKOM30IISIIUH OTIPEACTISIETCS OTIEPATOPOM UCXO/IS U3 XapaKTEPUCTUK TOMEIICHHS,
€ro pacroyIoKEeHUsI 1 0cOOeHHOCTEe 00pabOTKH NMEPCOHATBHBIX JaHHBIX B MH(POPMAITMOHHON
cHCTeME.

3.5. Pa3Mmerienue ycTpoiCTB BbIBOIa HH(MOPMALIUHU CPEJICTB BHIYUCIUTEIBHON TEXHUKH,
MH(OPMaLIMOHHO-BBIUNCIUTEIbHBIX KOMIUIEKCOB, TEXHUYECKUX CPeICTB 00paboTKU
rpaduueckoil, Buaeo- 1 OyKBeHHO-IIU(PPOBON HHPOPMAIIUH, BXOIIINX B COCTaB
MH(OPMaLIMOHHON CHCTEMBI, B IOMEIIEHUSAX, B KOTOPbIX OHH YCTaHOBJIEHBI, OCYILIECTBISETCS
TaKuM 00pa3zoM, 4ToObI OblIa HCKIIF0UYE€HA BO3MOXKHOCTh IPOCMOTPA MOCTOPOHHUMH JIULIAMH
TEKCTOBOM U rpaduyeckoil BUI0BOM HH(OpMAILIUU, COAEpIKAIIEeH TepCOHANbHbBIE TaHHBIE.

I[punoxenue k [lonoxxeHnro
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MeTo/1bl ¥ CIIOCOOBI 3alUThI HH()OPMAIIUU OT HECAHKIIHOHMPOBAHHOTO JIOCTYIA B 3aBUCUMOCTH
OT KJIacca HHPOPMAIIIOHHON CUCTEMBI

1. MeTtobl 1 cocOOBI 3aIIUTH MHPOPMALIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA IS
oOecrieueHus 6€30I1aCHOCTH MIEPCOHATBHBIX JAHHBIX B MH(OPMAIIMOHHBIX cUcTeMax 4 Kiacca U
11€J1€C000Pa3HOCTh UX IPUMEHEHMSI OIIPEIEISIFOTCS OIIEPATOPOM (YIIOJTHOMOYEHHBIM JIULIOM).

2. Metonbl 1 c1oco0b!I 3alUTHl HHPOPMALIUK OT HECAHKLIMOHUPOBAHHOI'O I0CTYIIA,
oOecrieunBaromue QyHKINN YIPaBICHHUS JOCTYIIOM, PETHCTPALIUU U yueTa, 00ECIIeYeHHS
LIEJIOCTHOCTU M O€3011aCHOI0 MEKCETEBOTO B3aUMOACHCTBUS JUIsl UH(POPMALIMOHHBIX CHCTEM 3
KJ1acca.

2.1. Ans nHPOPMATMOHHBIX CUCTEM 3 KJIacca MPU OJTHOIOJIB30BATEIBCKOM PEXUME 00pabOTKU
HEPCOHAIBHBIX JAHHBIX IPUMEHSIOTCS CIEAYIOIINE OCHOBHBIE METOBI M CIIOCOOBI 3aLUThI
uH(popMaLuu:

a) yrpaBJieHHe JOCTYIIOM:

UACHTU(PUKALMS U IPOBEPKA MOAJIUHHOCTH MOJIB30BATENS IIPU BXOJIE B CUCTEMY
MH(OPMALIMOHHON CUCTEMBI 110 IAPOJII0 YCIOBHO-TIOCTOSIHHOTO JEMCTBUSI JUIMHON HE MEHEe
mecTH OyKBEHHO-LIU(POBBIX CUMBOJIOB;

0) perucTpanus u y4er:

perucTpanus Bxoja (BbIX0/1a) MOIb30BaTENs B CUCTEMY (M3 CUCTEMBI) THOO perucTpanus
3arpy3Ku 1 MHULMAIU3alUH ONlEpallMOHHON CUCTEMBI M €€ TPOrPaMMHOI'0 OCTAHOBA.
Perucrparus BbIxo/1a U3 CUCTEMBI HJIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOTO
OTKJIIOUEHUS MH(POPMAIIMOHHOM crcTeMbl. B mapamerpax perucrpanuu yKasblBaloTcs gata u
BpeMsl BXoJa (BbIX0/a) OJB30BaTENsI B CUCTEMY (M3 CUCTEMBI) HIIM 3arpy3KH (OCTaHOBA)
CHUCTEMBI;

YUCT BCEX 3allIUIIACMBbIX HOCHUTEIEH I/IH(I)OpMaI_[I/II/I C IIOMOLIBIO UX MAPKUPOBKH U 3aHCCCHUC
YUYCTHBIX JaHHBIX B XXYpHaJl YUCTa,

B) o0OecrieueHune 1eIT0CTHOCTHU:

o0ecreyeHne 1eTOCTHOCTH MPOTPaMMHBIX CPEJCTB CUCTEMBI 3aLUThHI IEPCOHAIBHBIX JITAHHBIX,
oOpabarbeiBaeMOl HH(pOpPMAINH, a TAK)KE€ HEU3MEHHOCTh ITPOrpaMMHOI1 cpeabl. [Ipu aTom
LIEJIOCTHOCTh IPOIPAMMHBIX CPEJCTB MPOBEPSETCS MIPU 3arpy3Ke CUCTEMBI 110 HATMUUIO UMEH
(ueHTU(UKATOPOB) KOMIIOHEHTOB CUCTEMBI 3aIIUTHI IEPCOHAIBHBIX JaHHBIX, IEJTOCTHOCTh
IPOTPaMMHOM cpe/ibl 00ecTIeynBaeTCsl OTCYTCTBHEM B MH(POPMALIMOHHOM CHCTEME CPEJICTB
pa3paboTKU U OTJIAJIKHU IPOrPaMM;

¢buznueckas oxpaHa HHOOPMALMOHHON CUCTEMBI (TEXHUYECKUX CPEJICTB U HOCUTENEH
uHOpMaIKN), TPeycMaTpUBaoIas KOHTPOJIb JOCTYIA B TOMENEeH s HH(OPMAIIMOHHON
CUCTEMBI IOCTOPOHHUX JIMII, HATUYUE HAJIEKHBIX MPENSATCTBUHN 1151 HECAHKIIHOHUPOBAHHOTO
NPOHUKHOBEHUS B MOMELIEHU HHPOPMALIMOHHON CUCTEMBI U XpaHUJIUILE HOCUTENEH
uH(pOopMaLnu;

NEePUOANYECKOE TECTUPOBAHNE (DYHKIIUN CUCTEMBI 3aIIUThHI IEPCOHATBHBIX JaHHBIX IPU
U3MEHEHUHU TPOTrpaMMHOMN Cpebl U MOJIb30BaTeIe HHPOPMALIMOHHON CUCTEMBI C TIOMOLIBIO
TECT-IIPOrpamMM, UMUTUPYIOIIHX MTONBITKH HECAHKIIMOHUPOBAHHOTO JOCTYIA;
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HaJIMYUe CPEACTB BOCCTAHOBJICHUS CUCTEMBI 3alIUTHI IEPCOHANBHBIX JAHHBIX,
MpEeAyCMaTPUBAIOIINX BEICHUE JIBYX KOMUHI MPOrPaMMHBIX KOMIIOHEHTOB CPEJICTB 3allUThI
uH(pOpMaIK, UX TEPUOANYECKOE OOHOBIICHHE U KOHTPOJIb pabOTOCTIOCOOHOCTH.

2.2. Jlnsg uHGOPMAIMOHHBIX CUCTEM

3 kJ1acca Mpu MHOTOTIOJIB30BATEILCKOM PEXUME 00paObOTKHU MEPCOHABHBIX JTAaHHBIX U PaBHBIX
npaBax JI0CTyNa K HUM I0JIb30BaTeIeld IPUMEHSIOTCS CIIETYIONIHe OCHOBHBIE METOBI U
CHOCOOBI 3aIMUTHI HH(OPMALIHH:

a) yIrpaBJieHHE JOCTYIIOM:

UICHTU(PHUKAIMS U TIPOBEPKA MOIJTMHHOCTH MOJI30BATENS IIPH BXOJIE B CUCTEMY I10
uaeHTuGUKaTopy (KOoAy) U Mapoiro YCIOBHO-TIOCTOSIHHOTO JEHCTBUS IIMHON HE MEHEe IIeCTU
OYKBEHHO-ITU(POBBIX CHUMBOJIOB;

0) perucTpanus u y4er:

perucrparus Bxoja (BbIXo/1a) MOJIb30BATENsl B CUCTEMY (U3 CHCTEMBI) JTUOO PETUCTpaIus
3arpy3Ku ¥ HHUIIAAIH3AIH ONIEPAIIMOHHON CUCTEMBI M €€ TPOTrPaMMHOT'O OCTaHOBA.
Perucrparus BpIX0/1a U3 CUCTEMBI WIIM OCTAHOBA HE IPOBOJUTCS B MOMEHTBI aIapaTypHOro
OTKJIFOUCHUST HHPOPMAITMOHHON CHCTEMEI. B mapameTpax perucrpamuu yKa3plBaloTCs 1aTa U
BpeMsi BXoa (BbIX0/1a) IOJIB30BaTENsl B CUCTEMY (U3 CUCTEMBI) HIIU 3arpy3KH (OCTaHOBA)
CUCTEMBI, pe3yJIbTAT MOMBITKY BX0/(a (YCICIIHAS WIH HEYCIIeITHAs ),

YUCT BCEX 3alllMIIIACMBIX HOCHUTEICH I/IH(bOpMaIII/II/I C IMOMOIIBIO UX MAPKUPOBKH U 3aHCCCHUC
YUYCTHBIX JAHHBIX B JXYpPHAJ YUCTa,

B) o0OecrieueHue 1eT0CTHOCTHU:

o0ecrneyeHre HeIOCTHOCTH IPOrPaMMHBIX CPEJCTB CUCTEMBI 3aIUThI IEPCOHATBHBIX JIaHHBIX,
oOpabarbiBaeMoil HH(OpMAINH, a TAKKE HEM3MEHHOCTh NPOrpaMMHOM cpenbl. [1pu sTom
LEJIOCTHOCTh IPOrPAaMMHBIX CPEJCTB MPOBEPSETCS MPH 3arpy3Ke CUCTEMBI 110 HAIMYUIO UMEH
(uneHTH(UKaTOPOB) KOMIIOHEHTOB CUCTEMBI 3aIIUTHI IEPCOHAIBHBIX JJAHHBIX, @ LIEJI0CTHOCTh
IIPOrpaMMHOM cpejibl 00eceunBaeTcsl OTCYTCTBHEM B HH()OPMALIMOHHON CUCTEME CPEJICTB
pa3paboTKU M OTJIAAKH IIPOrpamMM BO BpeMsi 00pabOoTKH U (MJTH) XpaHEHUs 3aIlUIaeMOi
uH(pOopMaLuu;

¢u3nyeckas oxpaHa MHGOPMAIIMOHHON cUCTEMBI (YCTPOHCTB U HocuTenel nHdopmarum),
npeaycMaTpUBaroIas KOHTPOJIb JOCTYIA B IIOMEIIEHHSI WH()OPMAIIMOHHON CHCTEMBI
MOCTOPOHHUX JIML, HAJTMYME HAJAEKHBIX MIPETATCTBUM 111 HECAaHKLIIMOHUPOBAHHOTO
POHUKHOBEHUS B MOMENICHNS HHPOPMAIIMOHHOW CUCTEMBI U XPAHUJIHIIE HOCUTEIEH
uHpOpMaINH;

NEepUOINUYECKOe TECTUPOBAHUE (PYHKIUI CHUCTEMBI 3aIUThI IEPCOHANBHBIX JIaHHBIX MTPH
M3MEHEHUHU IPOrpaMMHOMN CpeJibl U MOJIb30BaTene HHYOPMALIMOHHONW CUCTEMBI C TIOMOIIBIO
TECT-IIPOrPamMM, UMUTUPYIOIIUX ITONBITKH HECAHKIIMOHUPOBAHHOI'O JOCTYIIA;

HaJIMYUE CPEACTB BOCCTAHOBIICHUSI CUCTEMBI 3AILUTHI [IEPCOHATIBHBIX IaHHBIX,
IpelyCMaTPUBAIOLIUX BEJIEHUE IBYX KOMUN MPOrpaMMHBIX KOMIIOHEHTOB CPE/CTB 3alllUThI
UHpOpPMaLINK, UX TEPHOANYECKOe OOHOBJICHNE U KOHTPOJIb pabOTOCIIOCOOHOCTH.



10

2.3. Jlnsa uHpOpMaIMOHHBIX CUCTEM

3 kJ1acca mpu MHOTOTIOJIB30BATEIIBCKOM PEKUME 00paOOTKHU MEPCOHABHBIX TAHHBIX U PA3HBIX
mpaBax JOCTyIa K HUM TOJIb30BaTEICH MIPUMEHSIFOTCS CIIESAYIONUE OCHOBHBIC METOIBI U
CIIoCOOBI 3aITUTHI HHPOPMAIIUHU:

a) yIrpaBJieHHE JOCTYIIOM:

I/II[CHTI/I(I)I/IKaI_[I/ISI H IPOBCpPKaA NOATIMHHOCTH ITOJB30BATCIIA IIPU BXOAC B CUCTEMY I10 ITApOJItO
YCIIOBHO-IIOCTOAHHOI'O ,Z[eﬁCTBPIH ,HHHHOﬁ HE MCHEC ICCTHU 6}7KBCHHO'HI/I(1)pOBBIX CHMBOJIOB,

0) perucTpanus 1 yJer:

peructpanus Bxoja (BbIXo/a) MOJIb30BaTENsl B CUCTEMY (U3 CHCTEMBI) TUOO pErucTparus
3arpy3Kd ¥ HHULMAIU3ALUK ONIEPALIMOHHOM CUCTEMBI U €€ TPOrPaMMHOI0 OCTaHOBA.
Peructpanus BbIxosia u3 CUCTEMBbI WIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOTO
OTKJIFOYEHHS UHPOPMALIMOHHOM cUCTeMBl. B mapameTpax perucrpaluy yKka3blBaroTCs JaTa u
BpeMs Bxoja (BbIX0/1a) TIOJIb30BATENSI B CUCTEMY (M3 CUCTEMBI) UM 3arpy3Ku (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMBITKU BX0/1a (yCIIEIIHAasl WK HeyClelHas ), UAeHTU(UKATOpP (KO UIIH
(amMuMsl) NOJB30BaTENs], IPEIbABICHHBINA IPU MOMBITKE JOCTYIIA;

YUCT BCEX 3alllMIIIACMBIX HOCHUTEICH I/IH(i)OpMaIJ;I/II/I C IMOMOIIBIO UX MAPKUPOBKH U 3aHCCCHUC
YUYCTHBIX JAHHBIX B XXYpHAJI y4ucTa C OTMETKOH 00 ux BbIAa4dc (HpI/IeMe);

B) o0OecIieueHne 1eJTOCTHOCTH

o0OecrieyeHue HOECJIOCTHOCTH IPOrpaMMHBIX CPCACTB CUCTEMbI 3allIUThHI IICPCOHAJIBHBIX TAHHBIX,
oOpabarbiBaeMoil HH(OpMAINH, a TAKKE HEM3MEHHOCTh NPOrpaMMHOM cpenbl. [1pu sTom
HOECJIOCTHOCTE NPOTpaMMHBIX CPCACTB NPOBEPACTCA MPHU 3aIrPy3KE CUCTEMBI 110 KOHTPOJIbHBIM
CyMMaM KOMITOHEHTOB CPEJICTB 3aLUThl UH(OPMAIIHH, a LIEJTOCTHOCTh TPOTPaAaMMHOM Cpe/Ibl
o0OecrieunBaeTcs NCIOJIb30BAHUEM TPAHCISITOPOB C S3bIKOB BHICOKOT'O YPOBHS M OTCYTCTBUEM
cpeAcTB MoIUUKAIMK 00BEKTHOIO KOJIa POrpaMM B mpoliecce 00paboTKH U (MITH) XpaHEeHUs
3aluIaeMon HHpopMaIuy;

¢uznueckas oxpaHa HH(GOPMALIMOHHON CUCTEMBI (YCTPOICTB U HOCUTENEH HHPOPMALUH),
npeaycMaTpuBaroIlas KOHTPOJIb JOCTYIA B TOMELEHUS HH(POPMALIMOHHON CUCTEMBI
MOCTOPOHHUX JIUII, HATMYUE HAJIEKHBIX MPENATCTBUI /111 HECAaHKI[MOHUPOBAHHOTO
POHUKHOBEHUS B MOMELICHNU HHPOPMALIMOHHOM CUCTEMBI U XPaHUJIMILE HOCUTENEH
uH(pOopMaLnu;

NEepUOINYECKOe TECTUPOBAHUE (PYHKIUI CUCTEMBI 3alIUTHI IEPCOHATBHBIX TAHHBIX IPU
M3MEHEHUHU IPOrpaMMHOMN CpeJibl U M0JIb30BaTene HHYOPMALIMOHHONW CUCTEMBI C TIOMOIIBIO
TECT-IIPOrPamMM, UMUTUPYIOIIUX ITONBITKH HECAHKIIMOHUPOBAHHOI'O JOCTYIIA;

HaJIMYUE CPEACTB BOCCTAHOBIICHUSI CUCTEMBI 3AILUTHI [IEPCOHATIBHBIX IaHHBIX,
MpelycCMaTPUBAIOLINX BEJIEHUE JIBYX KOIUN IPOrpaMMHBIX KOMIOHEHT CPEJICTB 3aIUThI
UHpOpMaLINH, UX TEPUOANYECKOe OOHOBJICHNE U KOHTPOJIb PaOOTOCIIOCOOHOCTH.

2.4. bezonacHoe MeXceTeBOe B3auMo/IeiicTBHE 111 HHPOPMALIMOHHBIX CUCTEM

3 xmacca IIpH UX MOAKIIIOUCHUHN K CETIAM MCKIAYHAPOAHOI'O I/IH(i)OpMaIII/IOHHOFO 06MeHa, a TaKXKeE
AJId paclpeaCIICHHBIX I/IH(I)OpMaI_II/IOHHLIX CHCTEM 3 Kjacca IIpU UX pasaCJICHUN Ha ITOJACUCTCMbIL
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JOCTUTAETCS MyTEM MIPUMEHEHHUSI CPEICTB MEKCETEBOI0 IKPAHUPOBAHUS (MEKCETEBBIX
HKPAHOB), KOTOPbIE 00ECIIEUNBAIOT:

(GUIBTpaLUIO Ha CETEBOM YPOBHE IS KaXKI0TO CETEBOTO MaKeTa He3aBUCUMO (pEIIeHHE O
(GuIbTpaluy NPUHUMAETCSA Ha OCHOBE CETEBBIX aJIPECOB OTIPABUTENS U MOTyYaTess WU Ha
OCHOBE JJPYTUX SKBUBAJCHTHBIX aTpUOYyTOB);

UIECHTU(UKAIUIO U ayTeHTU(UKAITUIO aIMUHHACTPATOPa MEXKCETEBOTO PKpaHa MPH €Tro
JIOKAJIBHBIX 3alpOocax Ha JOCTYII M0 UACHTU(UKATOPY (KOIY) U TAPOIIIO YCIOBHO-TIOCTOSTHHOTO
JIeHCTBHS,

pErucTpannio Bxoaa (BbIX0/1a) aIMUHUCTPATOPa MEKCETEBOI0 IKpaHa B CUCTEMY (U3 CUCTEMBI)
100 3arpy3Kd U MHUIIMAIU3AIUN CUCTEMBI M €€ IPOTPAMMHOI'0 OCTaHOBA (PEruCcTpallys BbIX0Oa
U3 CUCTEMBI HE MPOBOJUTCS B MOMEHTHI allllapaTypHOIo OTKIIIOUEHUSI MEKCETEBOT0 KPaHa);

KOHTPOJIb LIEJIOCTHOCTU CBOEH MPOrpaMMHON M MH(DOPMAIIMOHHOM YacTH;

(GUIBTPAIUIO TTAKETOB CITYKEOHBIX MPOTOKOJIOB, CITYKAIIMX IS TUATHOCTHKYU M YIIPABICHUS
paboTol CEeTEBBIX YCTPONCTB;

BOCCTaHOBJICHHE CBOMCTB MEKCETEBOI'0 9KpaHa I10CJIC c00€eB U 0TKa30B 060py,HOBaHI/I$I;

periiaMeHTHOE TeCTUPOBAHUE pealln3alluy MPpaBuil PUIBTPALUH, ITpoLiecca UASHTH(PUKALNN 1
ayTeHTH(UKANU aIMUHICTPATOPA MEKCETEBOTO dKpaHa, IMPOoIIecca PEruCTpaIliy JeHCTBUI
aZMMHHCTpATOPa MEXKCETEBOI0 SKpaHa, IpoLecca KOHTPOJIA 3a LEJIO0CTHOCTBIO IPOTPAMMHOM U
MH(OPMaLIMOHHOMN YaCTH, MPOLIETypbl BOCCTAHOBJICHUSI.

MexceTeBblie OKpPaHbl, KOTOPLIC 00eCIeunBalOT BBIIOJHEHHUE YKa3aHHBIX BBIIIC q)YHKHHﬁ,
MPUMCHAIOTCA B paClIpCACIICHHBIX I/IH(bOpMaIII/IOHHBIX cucteMax 2 u 1 KjaaccoB Ipu ux
pa3aciICHUU Ha OTACIILHBIC YaCTH.

HpI/I pasaciICHun HH(I)OpMaHHOHHOﬁ CUCTCMBI ITPU MOMOIIHN MCKCETCBBIX SKPAHOB Ha
OTACJIBHBIC YaCTU CUCTEMBI AJId YKA3aHHBIX JacTe¥ CHCTEMBI MOXKET YCTaHaBJIIMBATLCA Oouee
HU3KUH KJIaccC, 4eM 1A HH(l)OpM&L[HOHHOfI CHUCTCMEI B IICJIOM.

3. MeTtozb! 1 ciocoObl 3alIUTh HH(POPMALMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,
oOecrieunBaromue GyHKIUU YIPaBICHUS JOCTYIIOM, PETUCTPALlMH U ydeTa, 00ecriedeHu s
LEJIOCTHOCTU ¥ 0€30I1aCHOr0 MEXCETEBOI0 B3aUMOIEHCTBUS 111 MHPOPMAIIMOHHBIX CUCTEM 2
KJiacca.

3.1. st uHGOpMAIIMOHHBIX CUCTEM

2 KJacca Ipy OJHOIOJIB30BATEIbCKOM PeXUMeE 00padOTKH NEPCOHANBHBIX JaHHBIX
MPUMEHSIFOTCS] BCE METO/IbI U CITOCOOBI 3alIUThHI HMHGOPMAIIUU OT HECAHKIITUOHUPOBAHHOTO
JIOCTYTIA, COOTBETCTBYIOIINE MHPOPMALMOHHBIM CHCTEMaM 3 KJiacca MpH
OJIHOTIOJIb30BATEILCKOM PEKUME 00pabOTKH.

3.2. Inst uHGOpPMAIIMOHHBIX CUCTEM

2 xIracca IIpHU MHOT'OIIOJIb30BATCIIbCKOM PEIKHUME o6pa60T1<1/1 NEPCOHANIBHBIX TAHHBIX U PABHBIX
mpaBax AOCTyIla K HUM IIOJIb30BaTeIICH IMPUMCEHAIOTCS BCE METOAbBI U CIIOCOOBI 3alllUThI
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uH(pOpMaNU OT HECAHKIIMOHMPOBAHHOTO JJOCTYIIA, COOTBETCTBYIOIINE HH(POPMAIIIOHHBIM
cucTeMaM 3 KJjiacca IpH MHOTOIIOJIb30BATEILCKOM PEXIUME 00pabOTKH NMEPCOHATBHBIX JAHHBIX U
PaBHBIX ITPaBax JAOCTYIA K HUM I10JIb30BATEICH.

3.3. JIns uHpOpMaIMOHHBIX CUCTEM

2 KJacca Ipy MHOTOIIOJIB30BATENIBCKOM PeXUME 00pabOTKU MEPCOHAIBHBIX TAHHBIX U PAa3HBIX
IpaBax JOCTyIa K HUM HOJIb30BaTEIeH Peanu3yoTCsl BCE METOABI M CIIOCOOBI 3L ThI
uH(pOpPMALIUK OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA, COOTBETCTBYIOLIHE HH(POPMAIMOHHBIM
cucTteMaM 3 Kjiacca IIpy MHOTOII0JIb30BaTEIbCKOM PeXUMe 00pabOTKH EPCOHATIbHBIX JAHHBIX U
pa3HbIX IpaBax JAOCTYIAa K HUM I10JIb30BaTENEH.

3.4. bezomacHoe MEXCETeBOE B3aUMO/IecTBUE ISl HH()OPMAITHOHHBIX CUCTEM

2 KJ1acca Mpy UX MOAKIIOUYEHUH K CETSIM MEKIYHAPOTHOTO HH(POPMAIIMOHHOTO OOMEeHA
JIOCTUTAETCS ITyTEM MPUMEHEHUS CPEJICTB MEIKCETEBOTO SKPAaHUPOBAHHUS, KOTOPHIC
o0ecreunBaroT:

q)HJ'ILTpaI_II/IIO Ha CETCBOM YPOBHC HE3aBUCHUMO I KAXKIOI'0 CETEBOI'O IMAaKETa (pemeHHe (o)
q)HJII)TpaIII/II/I IMPUHHUMACTCA Ha OCHOBC CCTCBBIX aAPCCOB OTIIPABUTCIIA U ITOJYUATCIIA UKW Ha
OCHOBC JPYTHX 5KBUBAJICHTHBIX anI/I6YTOB);

(UIBTPALINIO TAKETOB CIY)KEOHBIX IPOTOKOJIOB, CITYXKAILUX JUIS JUATHOCTHKH U YIIPaBICHHS
paboToii CeTeBbIX YCTPOUCTB;

(GuIbTPALUIO C YIETOM BXOJHOTO U BBIXOJHOI'O CETEBOr0 MHTEpdeiica Kak cpeAcTBa IPOBEPKU
IOJJIMHHOCTHU CETEBBIX aJIPECOB;

(UIBTPAINIO C YYETOM JIFOOBIX 3HAYUMBIX TOJIEH CETEBBIX MAKETOB;

PETUCTPAIIO B yUeT (QUIBTPYEMBIX MTaKeTOB (B TTapaMeTPhl PErHCTPALINHU BKIIFOUAIOTCS ajpec,
BpeMs U pe3yabTar (GUIbTpalun);

UIEHTU(UKAIUIO U ayTEHTU(DUKAIUIO aIMUHUACTPATOPA MEKCETEBOTO IKpaHa MPH €ro
JIOKAJIbHBIX 3aMpocax Ha JOCTYM MO UACHTU(UKATOPY (KOIY) U MApOIII0 YCIOBHO-TIOCTOSTHHOTO
JIEUCTBUS,

perucTpaiuio Bxoa (BbIX0/1a) aIMUHUCTPATOPA MEKCETEBOT0 SKpaHa B CUCTEMY (M3 CUCTEMBI)
100 3arpy3Ky U UHUIMATU3ALWN CUCTEMBI M €€ TPOrPaMMHOTO OCTaHOBA (PETUCTpallvs BEIXOAA
W3 CHCTEMBI HE TTPOBOJIUTCS B MOMEHTHI almapaTypHOro OTKIFOYSHHS MEKCETEBOTO IKpaHa);
pErucTpaltio 3aycka MporpaMM U IpoleccoB (3aJaHuil, 3a1ay4);

KOHTPOJIb [IEJIOCTHOCTH CBOEH MPOrpaMMHON U HHPOPMAIIMOHHON YacTH;

BOCCTAHOBJICHHE CBOICTB MEKCETEBOT0 dKpaHa Mocie cO0eB M 0TKa30B 000PYAOBAHNUS;
perJaMeHTHOE TECTUPOBAHHE Pealu3allii PaBl GUIBTPAIIUH, IPOLIECCa PETUCTPAIUH,
nporiecca uaAeHTU(PUKANN U ayTeHTU(UKAIIMN aIMHHUCTPATOPa MEKCETEBOTO dKpaHa,

Mpoliecca perucTpalny JeHCTBUM aIMUHUCTPATOPA MEKCETEBOI0 IKPaHa, Mpolecca KOHTPOIS
3a IEeJTIOCTHOCTHIO TPOTrPAMMHON ¥ HH(POPMAIIMOHHON YaCcTH, IPOIIEAYPHI BOCCTAHOBJICHHUSI.
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4. Metoabl 1 criocoObl 3alUThI HH(GOPMALIMK OT HECAHKLIMOHUPOBAHHOI'O 10CTYTIA,
oOecrieunBaromue GyHKIUU YIPaBICHUS JOCTYIIOM, PETUCTPALlUH U y4eTa, 00ecTIedeHus
LIEJIOCTHOCTU M O€3011aCHOI0 MEKCETEBOI0 B3aUMOJIeHCTBUSA 1151 MUH)OPMALIMOHHBIX CUCTEM 1
KJ1acca.

4.1. 1ns uHPOPMALIMOHHBIX CHCTEM

1 xnacca IIpH OJHOIIOJB30BaTCIbCKOM PEXKNME O6pa6OTKI/I IEPCOHATTBHBIX JaHHBIX
MMPUMCHAIOTCSA CIICAYIOIHUEC OCHOBHBIC METOJAbI U CIIOCOOBI 3allUThI I/IH(i)OpMaI_[I/II/II

a) yIrpaBJieHHE JOCTYIIOM:

I/II[CHTI/I(bI/IKaI_[I/ISI " IPOBCpPKA NOAJITMHHOCTH ITOJIB30BATCIIA IIPHU BXOAC B CUCTEMY 110 IIAPOJITHO
YCIIOBHO-IIOCTOAHHOI'O ,Z[eﬁCTBPIH ,HHHHOﬁ HE MCHEC IICCTHU 6}7KBCHHO'HI/I(1)pOBBIX CHMBOJIOB,

0) peructpanus u y4er:

peructpanus Bxoaa (BbIX0/1a) IOJIb30BaTEINs B CUCTEMY (M3 CUCTEMBI), TM00 perucTpanus
3arpy3Kd M1 MHUIMAIU3ALUK ONIEPALMOHHON CUCTEMBI U €€ IPOrPaMMHOI'0 OCTaHOBA.
Peructpanus BbIxosia u3 CUCTEMBbI WIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOTO
OTKJIFOYEHHS UHPOPMALIMOHHOM cUCTeMBl. B mapameTpax perucrpanuu yka3blBaroTCs JaTa u
BpeMs Bxoja (BbIX0/1a) TTOJIb30BATENSI B CUCTEMY (M3 CUCTEMbI) UJIH 3arpy3Ku (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMbITKU BX0/1a (yCIIEIIHAasl WK HeYCIelHast);

perucTpanys Bbl1auy NeyaTHbIX (Tpaguueckux) JOKyMEHTOB Ha OyMakHbI HocuTenb. B
napaMmeTpax perucTpallii yKa3bIBarOTCs J1aTa U BpeMs Bblauu (0OpalleHus K NOJICUCTEME
BBIBOJIA), KPAaTKOE COJiepKaHUe JOKyMEHTa (HauMEeHOBaHue, BUJ, KON), cnenudukanus
yCTpOMCTBA BbIAAUM (JIOTHYECKOE UM (HOMEpP) BHEILIHETO YCTPONCTBA);

YUCT BCEX 3allIUIIACMBbIX HOCHUTEIEH I/IH(I)OpMaI_[I/II/I C IIOMOLIBIO UX MAPKUPOBKH U 3aHCCCHUC
YUYCTHBIX JaHHBIX B XXYpPHAaJl YU€Ta,

TyOMUPYIOMIMK YUET 3aluiIaeMbIX HOCUTENIeH nHpopMaluu;

ouncTka (00HyneHne, 00e3IMYNBaHUE) OCBOOOKIAEMBIX O0IacTel ornepaTUBHON MaMsITH
WH(OPMAIIMOHHON CUCTEMBI M BHEIITHUX HOCHUTENEH HH(OpMAIIHH;

B) o0OecrieueHune 1eTOCTHOCTHU:

o0ecrneyeHre HeJIOCTHOCTH IPOrPaMMHBIX CPEJICTB CUCTEMBI 3aIllUThI TEPCOHATIBHBIX TaHHBIX,
oOpabarbiBaeMoil HH(OpPMAINH, a TAKXKE HEM3MEHHOCTh NMPOrpaMMHOM cpebl. [1pu aTom
LEJIOCTHOCTh MPOrPaMMHBIX CPEJICTB MPOBEPSETCS MPH 3arPy3Ke CUCTEMBI 110 HATUYUIO UMEH
(uneHTH(UKaTOPOB) KOMIIOHEHTOB CPEJCTB 3alUTH MH()OPMAIUH, a IIETOCTHOCTD
IIPOrpaMMHOM cpeibl 00eceunBaeTcsl OTCYTCTBHEM B MH()OPMALIMOHHON CUCTEME CPEJICTB
pa3paboTKU M OTIAAKH IPOTPaMM;

buznyeckas oxpaHa TEXHUYECKUX CPEACTB HH(POPMALIMOHHBIX CUCTEM (YCTPOMCTB ¥ HOCUTENEH
UH(pOpMaLIKN), TPeyCMaTpUBAOIIasi MOCTOSHHOE HAJIMYME OXPaHbl TEPPUTOPUH U 3aHUS;
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NEePUOINYECKOE TECTUPOBAHUE (PYHKIMI CUCTEMBI 3alUTHI IEPCOHAIBHBIX TaHHBIX IIPU
M3MEHEHHUU TPOTPaMMHON Cpebl U MOJIb30BaTesel MHPOPMALMOHHON CUCTEMBI C TIOMOLIBIO
TECT-NIPOrpaMM, UMUTUPYIOLIUX MONBITKA HECAHKLIIMOHUPOBAHHOIO JOCTYTIA;

HAJIMYUE CPEACTB BOCCTAHOBJICHUS CUCTEMBbI 3aIUTHI IEPCOHATBHBIX JTaHHBIX,
MpEeAyCMaTPUBAIOIINX BEICHUE JIBYX KOMUHI MPOrPaMMHBIX KOMIIOHEHTOB CPEJICTB 3allUThI
uH(pOpMaIK, UX TEPUOANYECKOE OOHOBIICHHE U KOHTPOJIb pabOTOCTIOCOOHOCTH.

4.2. 11 uHPOPMALIMOHHBIX CHCTEM

1 kmacca Mpu MHOTOIOJIB30BATEIBCKOM PeXUME 00paOOTKU MEPCOHANBHBIX TaHHBIX U PaBHBIX
IpaBax JI0CTyna K HUM M0JIb30BaTeIel IPUMEHSIOTCS CIIETYIONIHEe OCHOBHBIE METOBI U
CHOCOOBI 3aIMUTHI HH(OPMALIHH:

a) yIrpaBJieHHE JOCTYIIOM:

UJICHTU(UKAIIHS U TIPOBEPKA MOJTMHHOCTH MOJIL30BATEISI IIPH BXOJIE B CUCTEMY I10
uacHTHGHUKATOPY (KOIY) U TTAPOJIO YCIOBHO-TIOCTOSTHHOTO JICHCTBHS JITMHON HE MEHEE IIeCTH
OYKBEHHO-IIU(POBBIX CUMBOJIOB;

UJACHTUPHUKALMS TEXHUYECKUX CPEICTB HH(OPMAIIMOHHBIX CUCTEM M KaHAJIOB CBSI3U, BHELTHUX
YCTPOMCTB HH(POPMALIMOHHBIX CUCTEM I10 UX JIOTUYECKUM ajipecaM (HOMepam);

UACHTH(DHUKAIMS POTpaMM, TOMOB, KaTajnoros, (aijioB, 3alucei, MoJIeH 3ammuceld o UMeHaM;
0) perucTpanus u y4er:

peructpanus Bxoja (BbIXo/1a) MOJIb30BaTeNs B CUCTEMY (U3 CHCTEMBI), 100 perucTparus
3arpy3Ku ¥ MHULMAIU3a1H ONEPallMOHHONW CUCTEMBI M €€ IPOrPaMMHOI'0 OCTaHOBA.
Perucrpanus BeIXxo/1a U3 CUCTEMBI WJIM OCTAHOBA HE NPOBOJUTCS B MOMEHTBI allllapaTypHOTO
OTKJIIOUEHUs MH(POPMAIMOHHOM crcTeMbl. B mapameTpax perucrpanuu yKkasblBaloTcs gata u
BpeMs BXOJa (BbIX0/ia) MOJIb30BATENS B CUCTEMY (U3 CHCTEMbI) UJIH 3arpy3Ku (OCTaHOBA)
CUCTEMBI, pe3yJbTaT MONBITKY BX0/1a (yCHelIHas WK HeyclenHas ), MAeHTUPUKATop (Ko WIn
(bamuius) Noab30BaTENs, IPEAbIBICHHBIIN TPH MOMBITKE JOCTYIIA;

perucrpanys BplJauu e4aTHbIX (rpaduyeckux) JOKYMEHTOB Ha OyMaXHbI HOCUTENh. B
napameTpax perucTpalnu yKa3bIBalOTCs JaTa U BpeMs BblJauu (oOpallieHus K MoAcucTeMe
BbIBOJIa), clielu(UKalMsl yCTPOMCTBA BbIAAUM (JIOTUYECKOE UM (HOMEp) BHELTHETO
YCTPOMCTBa), KpaTKoe cojiepKaHue JOKyMEHTa (HauMeHOBaHue, BUJ, udp, Koa),
UACHTU(DUKATOP MMOIH30BATENS, 3aIIPOCUBIIETO TOKYMEHT;

perucTpanus 3amycka (3aBepiieHus ) TporpamMm U MpoIeccoB (3a7aHui, 3a1a4),
npeHa3HAYeHHBIX JJIs 00pabOoTKH NMepcoHabHBIX JaHHBIX. B mapamerpax peructpaiuu
YKa3bIBAIOTCSA JaTa U BpeMs 3amycka, uMs (MeHTu(UKaTop) mporpaMMsl (Iiporecca, 3a1aHus),
UICHTU(PHUKATOP MOJIB30BATEINsL, 3alIPOCUBILIET0 MporpaMmy (Tpolecc, 3a/laHue), pe3yabTar
3amycka (yCHeIIHbIl, HeyCTeIIHbIH);

perucTpanus MonbITOK AOCTYyIa IPOrpaMMHBIX CPEICTB (MIPOrpaMm, IMPOLECCOB, 3a/1ad,
3aJaHMii) K 3aIuIaeMsiM ¢aitnam. B mapameTpax peructpaiyu yka3blBaloTCs J1aTa U BpeMs
MOMBITKU AOCTYIIA K 3allUIIaeMoMy (aiiy ¢ ykazaHueM ee pe3ylsbrara (ycnelHas,
HeyCIHelHas ), HIeHTU(GUKATOp MOIb30BATEINS, CIeHU (UKL 3alUIIaeMoro ¢aiina;
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perucTpanus MonbITOK AOCTYIa MIPOrPAMMHBIX CPEICTB K JOMOJHUTEIBHBIM 3aIIUIAEMbIM
00beKTaM J0cTyna (TepMUHANIaM, TEXHUYECKUM CPEICTBaM, y3JiIaM CETH, TMHUAM (KaHaJaMm)
CBSI3H, BHELITHUM YCTpPOICTBaM, MporpaMmam, ToMam, Karaioram, (aiiaam, 3amucsm, Moysm
3anucelt). B mapamerpax perucrpaiuu ykasblBalOTCS AaTa U BPEeMsl MOMBITKH JTIOCTYIIA K
3alUIIaeMOMy OOBEKTY C YKa3aHHUEM ee pe3ysbTara (yCIelniHas, HeycrelHas ), iaeHTu(uKaTop
MOJIL30BATEN, CIICIU(UKAIINS 3AIUIIIAeMOT0 00BEKTA (JIoTHYecKoe UMs (HOMep));

yUYeT BCEX 3alUIIAeMbIX HOCUTENCH NH(POPMAITUH ¢ TTOMOIIBIO0 UX MAPKUPOBKH M 3aHECCHUE
YUETHBIX JAHHBIX B XKypHAaJl yuyeTa ¢ OTMETKOM 00 UX Bblgaue (mpueme);

TyOMMPYIOMINIA yUeT 3aliiaeMbIX HocuTene naopmanmu;

ouncTka (00HyIeHNe, 00e3IMYMBAaHUE) OCBOOOKIAEMBIX 00JIacTel OrepaTUBHON aMSITH
UH(OPMAIIMOHHBIX CUCTEM U BHEIIIHUX HOCHTENEH HH(POPMAIUH;

B) o0OecIieueHue 1eJTOCTHOCTH

o0ecrneyeHre HeIOCTHOCTU IPOrPaMMHBIX CPEICTB CUCTEMBI 3alllUThl IEPCOHATbHBIX JTAHHBIX,
oOpabareiBaeMol HH(pOPMAIIUH, a TAK)KEe HEM3MEHHOCTh MTPOrpaMMHOI1 cpeabl. [Ipu aTom
LIEJIOCTHOCTh CUCTEMBI 3aIUTHI IEPCOHAIIBHBIX JAHHBIX IPOBEPSETCS MPU 3arpy3Ke CUCTEMBI 10
HAIMYUIO UMEH (UICHTH(PHUKATOPOB) €€ KOMIIOHEHT, a LIEJIOCTHOCTh MIPOrPaMMHOM Cpeibl
o0ecrieynBaeTcsi OTCYTCTBHEM B MH(POPMALIMOHHOW CUCTEME CPEICTB pa3pabOTKH U OTIAIKU
porpamm;

dbuznyeckas oxpaHa TEXHUYECKUX CPEACTB UH(POPMALIMOHHON CUCTEMBI (YCTPOHCTB U
HOCHTEJICH HHpOpMaIHK), MpeayCMaTPUBAOIIAS TOCTOSHHOS HAJTMYNE OXPAHBI TEPPUTOPHH U
3/1aHUS;

NEePUOINYECKOe TECTUPOBAHUE (PYHKIUI CUCTEMBI 3alIUTHI IEPCOHAIBHBIX TAHHBIX IPU
M3MEHEHUHU IPOrpaMMHOMN CpeJibl U M0JIb30BaTene HHYOPMALIMOHHONW CUCTEMBI C TIOMOIIBIO
TECT-IIPOrpamMM, UMUTUPYIOIIHX ITONBITKH HECAHKIIMOHUPOBAHHOTO JOCTYIA;

HaJIMYUe CPEACTB BOCCTAHOBJIEHUSI CUCTEMBI 3aIUTHI IEPCOHATIBHBIX JAHHbIX,
IIPEyCMAaTPUBAIOLIUX BEJICHUE JIBYX KOIUN IPOrPaMMHBIX KOMIIOHEHTOB CPEACTB 3alllUTHI
UH(pOPMALIUHU, UX NIEPUOANYECKOE OOHOBJIEHUE U KOHTPOJIb paOOTOCIOCOOHOCTH.

4.3. nst uHPOPMAIIMOHHBIX CUCTEM

1 kJ1acca mpu MHOTOTOIB30BATENECKOM PEeKUME 00paOOTKH MEPCOHATBHBIX TAHHBIX U PA3HBIX
IpaBax JOCTyIa K HUM T0JIb30BaTeICH MPUMEHSFOTCS CIISAYIONUE OCHOBHBIC METOJIBI 1
CIIocOOBI 3aIUTHl HHPOPMAITHH:

a) yIpaBleHUE TOCTYIIOM:

uACHTU(UKAIIS U TPOBEPKA MOATUHHOCTH MOJIH30BATENs IPHU BXO/I€ B CUCTEMY IO
uacHTH(GHUKATOPY (KOJY) U TTAPOJTIO YCIIOBHO-TIOCTOSTHHOTO JICHCTBUS JTMHON HE MEHEE IIeCTH

OYKBEHHO-ITU(POBBIX CHMBOJIOB;

I/II[eHTI/I(i)I/IKaIII/ISI TEPMHUHATIOB, TEXHUYCCKUX CPCACTB, Y3JIOB CETHU, KAHAJIOB CBA3HU, BHCITHUX
YCTpOﬁCTB 10 JIOTHYCCKHUM MMCHAaM,



UaeHTU(UKAIUS TPOTPaMM, TOMOB, KaTaJloToB, (DaiJIoB, 3aMKCe, MOJIeH 3anuceil o UMEHaM ;

KOHTPOJIb TOCTYTIA MOJIb30BaTeNeH K 3alUIllaéMbIM pECypcaM B COOTBETCTBUH C MaTpULIeh
JI0CTYIIa;

0) perucTpanus 1 yJer:

perucTpanus Bxoja (BbIxo/1a) MOJIb30BaTeNIel B CUCTEMY (U3 CUCTEMBI), JIMOO perucTparus
3arpy3Ky ¥ MHUIHUATU3AIMH OTIEPAIMOHHON CUCTEMBI U €€ TPOrPaMMHOTO OCTaHOBA.
Perucrpanus BeIxo/1a U3 CUCTEMBI HJIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOTO
OTKJIIFOYCHUS MHPOPMALIMOHHOM CUCTEMBL. B mTapameTpax perucTpannu yKa3plBaloTCs JaTa u
BpeMs Bxoa (BbIX0/1a) TIOJIb30BATENSI B CUCTEMY (M3 CUCTEMbI) WJIH 3arpy3KHu (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMBITKH BX0/1a (yCIICIIHAs WM HeYCIeUIHas), UACHTU()UKATOP (KO UITH
dbamuus) moab30BaTeNsl, MPEeIbABICHHBIA IPU MOMbBITKE AOCTYIIA, KOJ WM MapoJlb,
IIPEABSBICHHBIN [TPU HEYCIIEIIHOM IIOMBITKE;

perucrpanus Bbljauy Ne4aTHbIX (TpaduuecKux) JOKYMEHTOB Ha OyMa)kKHbI HOCUTENb. B
napameTpax perucTpaluu yKa3blBalOTCs JaTa U BpeMs BblJauu (0OpaleHus K MoAcucTeMe
BBIBOJIA), CTICU(HUKAIHS YCTPOHUCTBA BbIIa4H (JIOTHYECKOE UMsI (HOMEp) BHEUTHETO
YCTPOMCTBa), KpaTKoe cojiepKaHue JOKyMEHTa (HauMeHOBaHue, BUJ, udp, Koa),
UICHTU(PHUKATOP MOJIE30BATENS, 3aIIPOCUBIIETO TOKYMEHT;

perucrparms 3amycka (3aBeplieHHs ) IIPOTrpaMM IPOIIECCOB (3aaHui, 3a/1a4), MpeIHa3HAYCHHBIX
Ut 00pabOTKM IEPCOHANBHBIX JIaHHBIX. B mapamerpax perucrpannu yKaspIBalOTCs JaTa u
BpeMsl 3ammycka, uMs (MaeHTU(GUKaTop) mporpaMMsl (Iiporecca, 3aanus), UACHTU(HUKATOP
MI0JIb30BATEISI, 3aAIIPOCHUBILIETO MPOrpamMmy (TIpoLecc, 3aJaHKe), pe3yIbTaT 3amycka (YCIelHbIH,
HEYCIEUTHBIN );

pErUCTpaLys MONBITOK AOCTYIA IPOrPAMMHBIX CPEICTB (IpOrpaMM, IIPOLECCOB, 3a1a4,
3a/aHuil) K 3amuiaemMsiM (aiinam. B mapamerpax perucrpaiuu ykasblBaloTCs JaTa U Bpemst
HOMBITKM JIOCTYNA K 3aluinaeMoMy (ailiny ¢ ykazaHueM ee pe3yibTara (ycreuHas,
HeycIelHast ), BACHTU()UKATOP MOIb30BaTeNs, Clieln(pUKaIMS 3amuIaemMoro (aiina;

pErucTpanys MONBITOK JOCTYIA IPOIPAMMHBIX CPEICTB K JONOJHUTEIBHBIM 3aIIHAIIAEMbIM
o0BeKTaM J0cTyma (TepMUHaIaM, TEXHUYECKUM CPEJCTBAM, y3JlaM CETH, JIMHUSIM (KaHajaMm)
CBSI3U, BHELLTHUM YCTPOMCTBaM, MporpaMMam, ToMaM, Katajoram, ¢aiiiam, 3anucsam, noysm
3anuceii). B mapameTpax peructpaiuu yka3blBaloTcs JaTa U BpeMsl MOIBITKH 10CTyIa K
3alMIaeMOMy O0BEKTY C yKa3aHUEM ee pe3ylibTaTa (yCrelHas, HeyCHemHas ), UIeHTUPHUKATOP
M0JIb30BATEN, ClielM(UKaLNS 3alUIIaeMOro o0beKTa (JJorudeckoe uMs (HoMep));

YUE€T BCEX 3allIUIIAEMBIX HOCHUTEICH I/IHCbOpMaI_[I/II/I C IMOMOIIBIO UX MAPKUPOBKH U 3aHCCCHUC
YUYCTHBIX NAHHBIX B JXYpHAJ YUCTa C OTMETKO# 00 nX BbIJa4uc (HpI/ICMC);

ouncTka (00HyneHne, 00e3IMYNBaHUE) OCBOOOKIAEMBIX 00JIacTel onepaTUBHON MaMSITH
WH()OPMAITMOHHOW CHCTEMBI U BHEIITHUX HAKOIUTENCH;

B) obOecnieucHue OECJIIOCTHOCTH:

o0ecrieyeHne 1eTIOCTHOCTH MPOTPaMMHBIX CPEJCTB CUCTEMBI 3aIUThHI IEPCOHABHBIX JTAHHBIX,
oOpabarbeiBaeMOl HH(pOpMAIUH, a TAK)KE€ HEM3MEHHOCTh MTPOrpaMMHOI1 cpeabl. [Ipu aTom
L[EJIOCTHOCTb CUCTEMBI 3alUThI IEPCOHAIBHBIX JAHHBIX IIPOBEPSETCA IIPU 3arpy3Ke CUCTEMBI 110
KOHTPOJIBHBIM CyMMaM KOMITOHEHTOB CUCTEMBI 3alIUThI, & HEIOCTHOCTh IPOrPAMMHON Cpebl
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o0ecTieurBaeTCs HCIOJIb30BAHUEM TPAHCIIATOPOB C SI3BIKOB BEICOKOTO YPOBHS H OTCYTCTBHEM
cpencTB MoaupuKauu 00BEKTHOTO KOJIa TPOrpaMM B Tiporiecce 00paboTKu U (W) XpaHCHHUS
NIEPCOHAIBHBIX JaHHBIX;

duznyeckas oxpaHa TEXHUYECKUX CPEACTB UH(POPMALIMOHHON CUCTEMBI (YCTPOHCTB U
HOcHTeNeH nHpopManmn), mpeyCMaTPUBAIOIIAst KOHTPOJIb TOCTYIA B TIOMEIICHHS
MIOCTOPOHHUX JIML, HAIMYME HAJEKHBIX IPENSATCTBUMN ISl HECAHKLIIMOHUPOBAHHOTO
MPOHUKHOBEHUS B TIOMEIIECHUS ¥ XPAHUIIUIIE HOCUTENIeH nH(popmanmu;

HEPUOINYECKOE TECTUPOBAHUE (PYHKIUI CUCTEMBI 3alUThHI IEPCOHANIBHBIX JAaHHBIX IPU
M3MEHEHHUH TIPOTPaMMHOM CPebl U MOJIb30BaTese MHPOPMALMOHHON CUCTEMBI C TIOMOIIBIO
TECT-NIPOrpaMM, UMUTUPYIOLIUX MONBITKA HECAHKLIIMOHUPOBAHHOIO JOCTYIIA;

HaJINYue CPEACTB BOCCTAHOBIICHUS CUCTEMBI 3aIUTHI [IEPCOHAIIBHBIX TaHHBIX,
IIPEAYCMAaTPUBAIOIINX BEICHHUE IBYX KOIMHI MPOrPaMMHBIX KOMIIOHEHTOB CPEJICTB 3aIUThI
uHpOpMaLIKK, UX NTEPUOANYECKOe OOHOBJICHNE U KOHTPOJIb pab0TOCIOCOOHOCTH.

4.4. be3onacHoe MeXCETEeBOE B3aUMOJICHCTBHE AJI1 MHPOPMALMOHHBIX CUCTEM

1 kyacca npu UX MOAKIIIOUEHUH K CETSIM MEKAYHAPOJHOTO HH(OPMALIMOHHOIO 0OMEHa
JIOCTUTAETCA ITyTEM IIPUMEHEHUSI CPENICTB MEKCETEBOIO IKPAaHUPOBAHUS, KOTOPHIE
o0ecreunBaroT BBIIIOJIHEHUE CIEAYIOMUX (YHKIIUN:

(UIBTPALUIO HA CETEBOM YPOBHE Ul KaXI0I0 CETEBOr0 MaKeTa HE3aBUCUMO (pEILEHHE O
GWIbTpauy IPUHUMAETCS HAa OCHOBE CETEBBIX aJIPECOB OTIPABUTENS U MOJydyaTess UM Ha

OCHOBE JIPYTUX dKBUBAJICHTHBIX aTPHOYTOB);

(GuIbTpaAIUIO TAKETOB CIYKEOHBIX MPOTOKOJIOB, CIYKAIIUX Ul JUATHOCTUKYU U YIIPaBICHUS
paboToil CeTeBBIX YCTPOMCTB;

(GuUIbTPAIUIO C YIETOM BXOJHOTO U BBIXOJHOI'O CETEBOr0 MHTEpdeiica Kak cpeacTBa MPOBEPKU
MIOJIMHHOCTH CETEBBIX aJPECOB;

q)HHLTpaI_II/IIO C yUe€TOM JIFOOBIX 3HAYUMBIX TOJIEH CETEBBIX IMaKCTOB,

(GuUIBTpaIMIO HA TPAHCTIOPTHOM YPOBHE 3alPOCOB HAa YCTAHOBJICHUE BUPTYAJIbHBIX COSTUHEHUN
C YYETOM TPAHCIIOPTHBIX aJPECOB OTIPABUTENS U MOJTydaTeNs;

(GWIBTpaLUIO Ha IPUKIIAJTHOM YPOBHE 3aIIPOCOB K MPHUKIIAHBIM CEPBUCAM C YUETOM
MPUKIIAHBIX aJPECOB OTIPABUTENS U MOJydaTes;

(GUIBTPAINIO C YYETOM JIaThl U BPEMEHHU;

ayTeHTU()UKALNIO BXOASIIMX U UCXOSIINX 3alIPOCOB METO/IaMH, YCTOHUNBBIMU K TACCUBHOMY
U (UJTM) aKTUBHOMY NPOCITYIIUBAHUIO CETH;

PETUCTPAIHIO U yIeT QMIBTPYEMBIX MTAKETOB (B TTApaMeTPhl PErHCTPALINHU BKIIFOUAIOTCS ajpec,
BpeMs U pe3yNbTaT GuiIbTpalun);

pEerucTpanuio U y4cT 3alIpOCOB Ha YCTAHOBJICHUC BUPTYAJIbHBIX COCI[I/IHCHI/Iﬁ;



JIOKQJIbHYIO CUTHAIM3AIUIO TIOTIBITOK HapyIISHUs MpaBuil PUIbTPaLUH;

UICHTU(UKAIUIO U ayTeHTU(UKAIIIIO aIMUHHACTPATOPa MEKCETEBOTO SKpaHa MPH €ro
JIOKAJIBHBIX 3aMpOocax Ha JOCTYI M0 UACHTU(UKATOPY (KOIY) U TAPOIIIO YCIOBHO-TIOCTOSTHHOTO
JIeHCTBHS,

npeaoTBpaliCHUEC JOCTYyIIa HGI/IILGHTI/I(I)I/IHI/IPOBaHHOFO IIOJIB30BATCIIA UJIN I10JIb30BaTCIIA,
NOAJIMHHOCTD I/I,Z[GHTI/I(bI/IKaHI/II/I KOTOpOro I1ipu aYTCHTI/I(l)I/IKaI_[I/II/I HE IIOATBEPANIACS,

UICHTU(PUKAIHMIO U ayTCHTU(DUKALIUIO aIMUHICTPATOPA MEKCETEBOTO IKPaHa MPH €T0
yIaJeHHBIX 3aIpOocax METO/IaMH, YCTOWYMBBIMH K ITACCHBHOMY U aKTUBHOMY TIEpPEXBaTy
nHpopmanuu;

pErucTpannio Bxoaa (BbIX0/1a) aIMUHUCTPATOPA MEKCETEBOI0 IKpaHa B CUCTEMY (M3 CUCTEMBI)
00 3arpy3Kd ¥ MHUITMAIU3AIMN CUCTEMBI M €€ MPOTPaMMHOT'0 OCTaHOBA (PErUCTpaIlHs BbIXOa
U3 CUCTEMBI HE MIPOBOJIUTCS B MOMEHTHI allllapaTypHOT0 OTKIIIOUEHUSI MEKCETEBOT0 dKPaHa);

pETUCTPAIUIO 3aIlyCKa MPOrpaMM | MPOLIECCOB (3aJaHuH, 3a/1a4);

pPETHCTpAIHIO JCUCTBUS aMHUHICTPATOPA MEKCETEBOTO 3KpaHa 10 U3MCHEHHUIO MPaBHUIT
buapTpanym;

BO3MO’KHOCTh AUCTAaHIIMOHHOTO YIIPaBJI€HUSI CBOMMU KOMIIOHEHTaMHU, B TOM YHCJIE
BO3MOXHOCTh KOH(UTYpUPOBaHUS (PUIBTPOB, IPOBEPKH B3aUMHOMN COTJIACOBAHHOCTH BCEX
GbuIbTPOB, aHAIKM3a PErUCTPAIIMOHHON HHpOpMaLny;

KOHTPOJIb [IEJIOCTHOCTH CBOCH MPOTrpaMMHOKN ¥ HH(DOPMAIIMOHHOW YacTH;

KOHTPOJIb LI€JIOCTHOCTH IPOrpaMMHON U MH(OPMALIMOHHON YaCTH MEXCETEBOT0 IKpaHa 1o
KOHTPOJIBHBIM CyMMaM;

BOCCTaHOBJIEHHE CBOMCTB MEXCETEBOr0 SKpaHa Mocie cO0eB 1 0TKa30B 000py10BAHNUS;

periaMeHTHOE TECTUPOBAHKE peasin3alvy MpaBuil (UIIbTPaLluy, POLlecca PETUCTPALUY,
npoliecca UJIeHTU()UKALUU U ayTeHTU(PUKALNUHU 3aPOCOB, MpoLecca UASHTUPHUKAINN U
ayTeHTU(UKALUK aJMUHUCTPATOpa MEKCETEBOr0, IKpaHa, Ipoliecca perucTpaluu AeicTBui
aMMHHCTpATOpa MEKCETEBOIO dKpaHa, Ipolecca KOHTPOJIS 3a LIEJIOCTHOCTBIO IPOTPaMMHON U
MH(OPMaLIMOHHON YaCTH, MPOLIETypbl BOCCTAHOBIIEHUSI.

5. AHanu3 3alMIIEHHOCTH POBOAUTCS AJISl paclpeieICHHbIX HHPOPMAIIMOHHBIX CUCTEM U
UH(POPMALIMOHHBIX CHCTEM, MOJKIIOUEHHBIX K CETSIM MEXIYHapOIHOT0 HH(OPMAITHOHHOTO
oOMeHa, IMyTeM HCII0Ib30BaHMs B COCTaBe MH(GOPMAIIMOHHON CHCTEMbI POTPAMMHBIX WU
pOTrpaMMHO-aNNapaTHBIX CPEACTB (CHCTEM) aHATMN3a 3AIIUIIICHHOCTH.

CpenctBa (cuCTeMbl) aHaJIN3a 3alIUIIEHHOCTH JOHKHBI 00€CIeunBaTh BO3MOKHOCTh BBISBIICHUS
YSI3BUMOCTEM, CBA3aHHBIX ¢ OIIMOKaMU B KOH(PUTYpaLIMU IPOTPaMMHOT0 00eCTIeueHHS
MH(OPMALIMOHHON CUCTEMBI, KOTOPHIE MOT'YT OBITh UCIOJIb30BaHbl HAPYIIUTEIEM IS
peann3alny aTaku Ha CUCTEMY.

6. OOHapy’xeHne BTOPKEHUH MPOBOAUTCS 151 UH(OOPMAIIMOHHBIX CUCTEM, MOAKIIOUEHHBIX K
CETSIM MEKyHapOJHOT0 MHPOPMAIIMOHHOTO OOMEHa, TyTeM UCIOJIb30BaHUs B COCTABE
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UH(POPMAIIMOHHON CUCTEMBI MTPOTPAMMHBIX WJIA TIPOTPaMMHO-aNIapaTHBIX CPEACTB (CHCTEM)
00Hapy>XEHUS] BTOP>KEHUM.

7. Anst undopMaiMOHHBIX CUCTEM | KJlacca MPUMEHSETCs MPOorpaMMHOE 00ecTiedeHne CpeiCTB
3alUThl HH(OPMAIIUU, COOTBETCTBYIONIEE 4 YPOBHIO KOHTPOJIS OTCYTCTBHS
HEZIEKJIapUPOBAHHBIX BO3MOKHOCTEH.



